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| Introduction

This document explains how to use the Red Hat Bind Configuration Tool (system-config-bind) to configure the
ISC (Internet Software Consortium) BIND (Berkeley Internet Name Domain) DNS (Domain Name System) server, named.
The Bind Configuration Tool manages named.conf server configuration files and zone database files.

This document assumes that you have rudimentary understanding of BIND and DNS; it does not attempt to explain the basic
concepts of BIND and DNS; for this purpose, the reader is directed to the book “DNS and BIND, 4™ Ed.”, by Paul Albitz
and Cricket Liu, O'Reilly (ISBN-596-000158-4). Nor does it attempt to be a BIND configuration reference manual; for this
purpose, consult the ISC BIND Administrator's Reference Manual (ARM), installed with your Red Hat Linux BIND
distribution in : /usr/share/doc/bind-${VERSION} /arm/Bv9ARM.html .

I.1 Prerequisites
Before you begin, ensure that the bind RPM is installed on your system:

# rpm -q bind
bind-9.3.1

The string “9.3.1” is the version of BIND you are using and the value of ${VERSION} in the ARM link above.
Without these packages installed: bind, bind-1ibs, bind-utils — system-config-bind will not run.
Once the bind packages are installed, you are ready to start system-config-bind.

You are advised to run system-config-bind on a machine connected to the internet — it may need to do DNS
lookups.

1.2 Files managed by system-config-bind

system-config-bind manages BIND configuration files: it provides facilities to Create, Edit and Remove them.
The BIND configuration files managed by system-config-bind are:

a. named Configuration Files:

$ROOTDIR/etc/named.conf
$ROOTDIR/etc/rndc.conf

and any named configuration files included in the above by use of the 'include’ statement;

b. Zone Database Files referenced in named Configuration 'zone' statements:
$ROOTDIR/var/named/*

and any zone database files included by use of the '$include’' zone file directive.

$ROOTDIR may be set (or not) in /etc/sysconfig/named, for example by the bind-chroot package, which sets it to
/var/named/chroot.

1.3 Starting system-config-bind

To start the Bind Configuration Tool, ensure that the X-Window system and the GNOME or KDE Window Manager are
running (the GUI Desktop is displayed on your monitor). Go to the Main Menu Button (on the Panel) and select:

System Settings => Server Settings => Domain Name Service
or type this command at a shell prompt (for example, in an XTerm or GNOME-terminal):
# system-config-bind

If you do not run this command as the 'root' user, you will be prompted for the root user password -
system-config-bind can only be run as root .


file:///usr/share/doc/bind-9.3.1rc1/arm/Bv9ARM.html
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1.4 Installing The Initial Default BIND Configuration:

If you do not have any BIND configuration files setup when system-config-bind runs, you will be prompted to allow
installation of an initial BIND configuration:

| WA RN ING

Initializing to Defaults

Mo BIMD configuration was found.
{ i % Installing the initial defaulr configuration.

o oK

O ————————————— |

Click <OK> to enable installation of the default BIND configuration. This is very similar to the BIND configuration obtained
by installation of the caching-nameserver package, and configures named to be a Caching Only nameserver .

1.5 Modifying an Existing BIND Configuration:

Valid BIND configuration files existing when system-config-bind is started up are read into the configuration.

system-config-bind will preserve formatting and comments in existing BIND configuration files after it is used to
modify and save them .

If existing BIND configuration files contain syntax errors that would not allow named to use them, system-config-bind

will not read in the configuration and will prompt you to correct the errors before continuing. For example, if your existing
named.conf file contains the erroneous zone declarations:

zone “examplel.com” { file “examplel.com.db”; }
zone “example2.com” { file “example2.com.db”; }

system-config-bind will present a dialog informing you of the error and will not proceed further:

DHNS Configuration File
Jetenamed.conf
Initialisation Error:

0 fetc/mnamed.conf; 26 missing *" before zone”

o oK

If you are presented with a dialog like this when system-config-bind starts, you must either correct the errors or
remove the existing configuration files to proceed.

1.6 Backup Files created by system-config-bind

When you modify BIND configuration files with system-config-bind and save them, it will create backups of the files
before the modification whose names will end with the date and time the modification was made, for example:

named.conf.2005-1-1 12.0.0
Before system-config-bind saves any modified configuration file, it will perform the same checks it does at startup; if

for any reason those checks should fail (and they should not!), it will NOT modify the original file, but will save the
erroneous file in a backup whose name will end in '.REJECT." followed by the timestamp, as in:

named.conf.REJECT.2005-1-1_12.0.0

If you ever get any of these files generated please report them as a bug as described in the “Bug Reporting” section below.
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1.7 The system-config-bind BIND Configuration Display:

Once system-config-bind starts up, you are then presented with the system-config-bind main window, here
showing the default initial configuration:

| ; B OMF G URATION L
Eile telp
&9 & @ @ @ E.'I
Mew  Properies Import  Preview
[ | |
W DNS Senver
o= mdckey DMS Secunty key
[ E localhost Internel Forward Zone
[+ ii 1Z7.0.0 Internel Reverse |Pyd Tone
[ Q 0 Inwrnet Reverse [Pyl Tone
[ E . Internet Forveard Tone
P Ei 255 Internet Feverse (P4 Dose
[+ E localdomain Internet Forwand Zone
b wl /124 inwernet Reverse [P ARPA Zone
Selectan ohiect pred s and mkase the right-hand mouie bumon

You can access Menus for appropriate functionality by selecting any object in the list, then pressing and releasing the right-
hand mouse button.

For example, to access functionality pertinent to global DNS server configuration, click and release the right-hand mouse
button on the “DNS Server” icon:

| _‘ BRI O F G WA TR DL

Ele Help

s ¢ ® @» @ d

Fropertes  Delebe Import

Search

L DNS Server

I -

o= mdchey
Delere... View
4 E localhast
Edir... Access Conirol List
b 12700
Securty Key
p Ho Start Server
b E Sarver
b B localdomain Logging
b wl :j12¢ DNSSEC Trusted Keys | Zone
Selectan obwct; pres s and release the nght-hasd mouse butice
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2 Importing hosts (5) files

You can use system-config-bind to import hosts(5) database text files formatted as documented in the hosts (5)
manual page, to transfer your file based host name to address mappings into the DNS .

2.1 Accessing the Import Facility:
Click on the “Import” button in the Tool Bar. You are then presented with the Import Dialog:

B LD €O FIG UIRAT N S

Properties  Delate | mpot Freyiew Save

I Search:

I PCHRT HOSTS FILE

£ DNS Se
= et Select Hosts File

o mackey etc/nosts D gpen

[ E lacalhast —
ﬂ Filter Host Entrias
b 127.0.0 Filter List | Edit List Element | Mew List Element
b Ha IPV4 Address
b E . IPV6E Address
[+ Ei 255 =T A1 AP
[ E localdomain - _ (& 3]
= Match ALL Filters [} Match ANY Filter

bowd 124

o oK ¥ Cancel

Select an obect;

2.2 Using the Import Filter Facility
Suppose the hosts file you want to import looks like this:

127.0.0.1 localhost.localdomain localhost
192.168.2.1 hosta.example.com hosta
192.168.2.2 hostb.example.com hostb
192.168.2.3 hostc.example.com hostc
192.168.2.4 hostd.example.com hostd
192.168.2.5 hoste.example.com hoste
192.168.2.6 hostf.example.com hostf
192.168.2.7 hostg.example.com hostg
192.168.2.8 hosth.example.com hosth

66.187.224.20 download.fedora.redhat.com fedora
209.132.176.20 download.fedora.redhat.com fedora
2001:503:231d::2:30 b.gtld-servers.net root-b
192.33.14.30 b.gtld-servers.net root-b

and you want to import only the hosts in the “example.com” domain . Use the Filter facility in the Import Dialog to select
only the hosts with addresses in subnet 192.168.2 /24, or which end with example.com:

1 Select the “IPV4 Address” element in the “New List Element” list of the “Filter Host Entries” frame
2 Enter the IPv4 subnet prefix 192.168.2 /24
3 Click on the “OK” button in the “Edit List Frame”, then on the dialog “OK” button .

-6-
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Select Hosts Fike

jetc/hosts L open
Fllter Hast Entries
Filter List Edit List Element Mew List Element

192.168.2.0/4 192 2l1es M2  2lo =yl -

IPva Address Filter
DS Mame Filter

= REmove o K

{®) March ALL Filters (_) Match ANY Filter

o oK X Cancel

To use a hosts file that is not “/etc/hosts”, you can type in a path in the entry or select a different hosts file by clicking the
“Open” button and completing the file selection dialog in the “Select Hosts File” frame .

The button just before the '192' entry above is the “Not” button — if pressed, it will display the “!” character and the Filter
will be negated — it will select the complement of the set of entries selected without the “Not” button having been pressed.

By default, ALL filters in the list must match an entry for that entry to be included in the selected set; select the
“Match Any Filter” radio button to specify that a match of an entry against ANY filter will include it in the selected set .

If you then click on OK, the following Zones will be imported:
|] BIND cONFIGURATION GUI
File Help

s <« ® =2 [

Mew Froperties  Delete Impart Freview Save

lSearc h:

g
11y

example.com Internet Forwand Zone
Zone Authority Information SOA
Mame Server  hoste.examphe,com E

hasta -+ 192.168.2.1

hosth = 192.168.2.2

hostc <= 192.168.2.3

hastd - 192.168.2.4

hoste > 192.168.2.5

hostf ->  192.168.2.6

hostg -+ 192.168.2.7

hosth -  192.]168.2.8
Select an object; press and release the right-hand mouse bution

L
o
F -
.
.
.
.
b -
- .
.
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|J BIMD cOHFIGURATION GUI

File Help

Eﬁ@iﬁﬂg

Mew Froperties Delete Impart Freview

Search

192.168.2 Imtermet Reverse IPv4 Zone

Zone Authority Information SUA

Mame Server  hoste.examphe.com M3

-»  hosta.exampbe.com FTR

= hosth.examphe.com FTR

-»  hostc.exampbe.com FTR

-»  hostd.example.com FTR

= hoste.examphe.com FTR

-»  hostf.example.com

==  hostg.exampbe.com

=
P
i
- .
.
b -
.
.
.
.
b -

== hosth.exampbe.com

Select an object; press and release the right-hand mouse bufion

In this case, the same import would have resulted from a “Filter List” consisting of the “DNS Name Filter” of
“example.com”, or from a “Filter List” of:

1127.0.0.0/8 ( IPV4 Address Filter )
166.0.0.0/8 ( IPV4 Address Filter )
1209/8 ( IPV4 Address Filter )
1192.33/16 ( IPV4 Address Filter )
12001::/16 ( IPV6 Address Filter )

3 The Default “Primary Master’”’ name server

Because the local host on which system-config-bind is running in the example above had an active interface address of
“192.168.2.5” , the “primary master” nameserver, ie. the authoritative name server, of the new zones was set to
“hoste.example.com”, which has this IPv4 address configured on an active interface.

system-config-bind will always try to find the default primary master nameserver to use for new zones as follows:

1 If the output of the hostname (1) command resolves to a fully-qualified domain name, that name will be
used

2 The first active (“UP”) IP interface (as listed by the ifconfig(8) command) which has an IPv4 address with
an associated DNS PTR record, looked up according to the rules described in resolver (5) .

3 If none of the above can be found, then “localhost.localdomain” (127.0.0.1) .

If you wish to use a primary master nameserver other than the default for new zones, you can change the value when
creating new zones, or by editing the “Start of Authority” (SOA) and “Nameserver” (NS) records of existing zones, as
described below — or set the hostname of the machine so it resolves with DNS by the procedure above .

Note that for DNS to work properly, the authoritative nameserver name for a zone must resolve in DNS to the address of
the nameserver serving that zone.
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4 Creating New Zones

4.1 Accessing the New Zone Dialog

To create a new zone, either ensure no object is selected or select the 'DNS Server' object in the list, and click on the
“New” button or press and release the right-hand mouse button and select the “Add” option of the popup menu:

| B LD ©OH FIlG U RAT RN G L)

File Help

Ef@s@@r;l

FProperies  Delete | P ot Freview Save

Search:

e __
Zone
o midckey =
elete,..
b B localhost _ _
b g 177.0.0 Edit... Access Contral List
= SeCurity Key L
b j 0 Start Server |
[+ E . Server
b 255 Controls
[+ E localdomain Logging
[ ..Ei 124 DNSSEC Trusted Keys & Zone
Select an object; press and release the right-hand mouse bution.

The “New Zone” dialog is displayed:

Crigin
Class Crigin Type
IN  Internet |+ | Forward hd
o oK o oK |
fome Type
master w
o oK X Cancel

4.1.1 Zone Types, Classes and Origin Types
System-config-bind supports creation of these zone and origin types:

Zone Origin Types:
Forward The Zone Origin is a DNS Name and the Zone maps Names to Addresses
IPV4 Reverse The Zone Origin is an IPv4 class A, B or C subnet prefix and the Zone maps IPv4 Addresses to Names
IPV6 Reverse The Zone Origin is an IPv6 subnet prefix of hexadecimal (hex) 4-bit numbers (nibbles)
NSAP Reverse The Zone Origin is an OSI NSAP subnet prefix of hex nibbles

-9-
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Zone Types:

master This DNS server is authoritative for this zone and the zone file database is created locally

slave This DNS server is authoritative for this zone, but the zone database resides on another DNS server
which has the “master” type set for this zone; this server must perform Zone Transfers to access it.

stub A slave zone which replicates only the Name Server records from the master

forward All queries for this zone are to be forwarded to other DNS servers specified in a list of DNS servers

hint The contents of this database specify the initial contents of named's cache, usually the ." domain servers

delegation-only This zone may contain only SOA and NS records for sub zone servers

Zone Classes:

IN Internet: the default zone class for Internet Data
HS Hesiod : the zone class for Hesiod data
CH ChaosNet: the zone class for ChaosNet data

Select the Zone Class and Origin Type by choosing option values from the option lists and pressing the OK buttons beneath
them. Select the Zone Type from the Zone Type option list. Type in the new zone origin in the Zone Origin entry field that

appears:

Crigin

lass Farward Zone Origin

IN
Zome Type
master bl
o oK % Cancel
i

If you are creating a Forward zone, the zone origin must be absolute - it must end with a “.” - you will be prompted to
allow the addition of a “.” if the zone origin you entered is not absolute.

For Reverse zones, enter only the address prefix common to all names in the zone, composed of decimal octets (8-bit
numbers) for IPv4 addresses, and hexadecimal nibbles for IPv6 addresses — click the “Add” button to add more octets or
nibbles to the origin:

Crrigin

Crigin
Class |PV4 Reverse Zone Origin

Class!PVE Reverse Zone Origin
IN (172 o415 "ﬂ (N |200L ;| Ofab 'i'&.-::ld|

Zome Type

Zone Type
master il master e
{'.'-'? QK - ':..]HE-EI ,_‘..:? QK | | ' ;:ancel |

_ _—_|__M g
You do not always need to create corresponding Forward or Reverse zones - using the Automatic Generation feature when
creating A or AAAA Name to Address mapping record in a Forward Zone will automatically create the Reverse Zone and
PTR record, or when creating a PTR address to Name mapping record in a Reverse Zone, it will automatically create the
corresponding Forward Zone A or AAAA record , as described below .
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4.1.2 master Zone Start of Authority (SOA) and Name Server (NS) Record Parameters

Having filled in the Zone Class, Origin and Type as above, and pressing the “OK” button, you will be presented with the
Zone Creation dialog for your new Zone, filled out with default parameters as shown :

|] MEW ZOME ml_

new.zone.com. Zone Authority Information
Diamain Mame
MWL Z PR, COITT.
Cache Time To Live
weeks days  hours minutes seconds

~ - - £l ]

0 {0 - ] -0 oy L] W
Authontative Name Server
hoste.example.com.

Respansible Person E-Mall Address
roct&hoste.example.com.

Zone Madification Serial Number

-

Refresh Interva
weeks days  hours minutes seconds

= - - - -

o 0 3 0 a

¥ v L 4 v L )

Refresh Retry Interval
weeks  days  hours  minutes seconds

- - - - -

0 0 w11 = 1Y) 0 "

w £

Expiration |nmerval
weeks  days hours  minutes seconds

.l - E] -

1 Elo [Ho BElo Ho £

Default Minimum Cache TTL
weeks days  hours minutes seconds

~ ] - £l ]

0 0 1 0 a

" - - w )

Zone File Path

new.2one,com.db I :rgggn|

o oK X Cancel

4.1.3 Cache Time To Live (TTL) Values

Each record in a BIND Zone database has an associated Time To Live (TTL) : the maximum time that the record will reside
in a querying name server's cache before it can be flushed from the cache and the next query for the record will go to the
authoritative nameserver, not be served from the cache. The TTL values for each record can be set individually or from
defaults configured at Zone creation time in the Zone Start of Authority (SOA) record, which specifies the “MINIMUM”
“Default Minimum Cache TTL” record TTL value.

BIND differs slightly from RFC 1035 in this respect: it interprets the SOA “MINIMUM” value not as being the default TTL
for records that do not specify a TTL, but as being the “Negative Caching TTL”, the length of time querying servers are to
cache NXDOMAIN responses from this server. It also enforces that each zone file must begin with a $TTL directive that
specifies the default TTL for records that do not specify a TTL.

system-config-bind creates the $TTL directive beginning each new zone file specifying the TTL value from the
“Default Minimum Cache TTL” field in the SOA record.
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The initial Zone SOA “MINIMUM” value thus becomes the default TTL value for every record that does not explicitly
specify a TTL value.

By default, system-config-bind sets the default minimum TTL to be 1 hour . This also specifies the limit on how fast
data in the zone can change: servers which have zone data in their cache will not pick up new zone data until data in the
zone has expired. You can explicitly flush the cache using the ‘rndc flush’ command .

The SOA record itself has a TTL value that can be specified; by default, this is set to the default $TTL value.

4.1.4 Other SOA Record Timing Parameters

Refresh Interval : The maximum time that must elapse before all TTLs in cached zone data are considered expired and
the zone must be refreshed by querying the authoritative server.

Refresh Retry Interval: The minimum time that must elapse before a failed refresh attempt should be retried
Expiration Interval: The maximum time that must elapse before the cached zone data is no longer considered
authoritative.
4.1.5 The “Authoritative Name Server” SOA parameter

This specifies the DNS name of the DNS server serving the zone . By default, this is set to the DNS name of the local host,
determined as described in Section 3 above . A Nameserver (NS) record will be created in the new zone for this server.
4.1.6 The “Responsible Person’ email address SOA parameter

Each SOA record must specify an administrative contact to which mail regarding the Zone can be directed by DNS users .

By default, this is set to “root@<name server>”, where <name server> is the authoritative nameserver for the new zone.

4.2 Creating the New Zone

Once you are satisfied with the values of the Zone SOA and primary nameserver parameters, Click on the “OK” button to
create the zone. It will then appear in the Zone List:

|]Ehl‘il.'l LW F G LRA T e LR
Ele telp
by Fropermes  Delere import Preyew Save
0 |
Search
= -
- o MW, Z one, Com nernel Forsard Jone
| Zone Authorty |nformation 504
JHEE DORE . CON.
Autheritative Name Server : hoste.example.com.
Respensible Person E-Mail Address @ root@hoste.example.com,

Zome Nodificatiom ferial Number |

' Refresh Interval i 3 hours
Refrech Retry Interval it 1 haur

Expiratian Incerval 11 week

Default Minimum Cache TTL : 1 hour

Cache Tame To Live 1 1 hour

= W Mame Server hoste.example.com N5
WO, TONG . CON.
' Server Domain Mame : hoste.example.com.
Coaches Time To Live : 1 hour
.""I
4 [+]
Selecian chiect press and melease the right-hamd mouse butior
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4.3 Creating a New Slave Zone

2005701

To create a slave zone, there must be a DNS server with the “master” copy of the zone which has the “allow-transfer”

option for the zone set to an Access Control List (ACL) that includes the DNS server on which you want to add the slave
zone - see the section on “Editing Zone Options” below .

Access the “New Zone” dialog as described in section 4.1 above. Choose the “slave” zone type:

|] HEW ZOHE El_
Crigin
Class Farward Zone Origin
IN
Zome Type
slave o
o oK R Cancel

————
Choose the appropriate zone Class, and type in the Origin of the slave zone; then click on the “OK” button . The New Slave
Zone dialog is displayed:

|] MEW ZOMNE |j|_
new.slavezone.com. Master Mame Server List
Address List  Edit List Element  Mew List Elemeant

1PV Address
IPVE Address

Zone File Path
new. slavezane.com.db I L open

ok || M cancel

——————————————————————————— |
You must enter a non-empty list of master DNS servers for the zone. Select the type of address (IPV4 or IPV6) of your
master server in the right hand list and enter the address details in the “Edit List Element” frame;

|] MEW ZOME Ijl_
new.slavezone.com. Master Mame Server List
Address List  Edit List Element MNew List Element
Address IPV4 Address
].?2 - 16 : - BU : . 11.8 - IFUE' .I“der'E'ES
P ort
& pdd
o oK
Zone File Path _
new.slavezone.com.db I L Open
o ok B Cancel
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If your master name server listens on a different port other than the default “domain” port ( 53 ) you'll need to specify it by
clicking on the “Add” button in the Port frame:

new.slavezone.com. Master Mame Sener List

Addreszs List  Edif List Elerment MNew List Elerment
172 2416 SHB0 (T8 [T \pvs Address
Fan

rﬂ ]
= -

= Remove

? ox |

Zone File Path
new.slavezone.com.db | I cipen

| o oK | ® cancel

b —————
Once you are satisfied with the address and Port settings, click on the “OK” button in the “Edit List Element” frame to add
the master server to the Address List:

|d Ew Zone

new.slavezone.com. Master Name Sernver List
Address List  Edit List Element Mew List Elerment

172.16.80.115 JRalllbR = X IPV4 Address
172 o516 H80 [oRME iy Address
Fan

T em |

= famove o ox |

Zone File Path
new.slavezone.com.db | T3 cipen

| o oK | ® cancel

|
Once you are satisfied with the last of master servers, click on the main dialog “OK” button. The new slave zone will then be
added to the configuration:

|] Bl LY O FilG WREAT O L]

Eile  Help
s ©® =@ [ d
Mew Froperties  Delete Import Freview Save

Search:

TR E T T WFBC T TPC T 7 O WL e

'Ein e, slavezone.com Inermel Forward Slave Zome
[ "T o A Lidiikiii i L%l e

Select an obiect, press and release the right-hand mouse bution

L~
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4.4 Creating a New Forward Zone

You can create Forward zones to specify that all queries for those zones received by this DNS server are to be forwarded to
a list of “forwarder” DNS servers as follows.

Access the “New Zone” dialog as described in section 4.1 above . Choose the “forward” zone type:

|] MHEW FONE |j|_
Crigin
lass Farward Zone Origin

in | new.forwardzone.com,

Zome Type

farward »

o oK X Cancel

———————————
Choose the appropriate Class and enter the Origin name for the new zone. Then click on the “OK” button . The New
Forward Zone dialog is displayed:

|] MEW ZOME Ij|_
new.forwardzone.com. Forwarder Name Server List
Address List  Edit List Element MNew List Element

].:"2 (" ].E‘ w (" Eﬂ T 118 - IF'VE ﬂddﬁEE-E
Por

& Add

= Remove o oK

oK X Cance|

e
Create the Forwarder Name Server Addess List of addresses and optional ports of the forwarder name servers as for the
Master Name Server List described in section 4.5 above . When you are satisfied with the Forwarder Name Server list, click
on the main Dialog “OK” button — the new Forward zone will be created and displayed in the Zone List :

|] Bl LY O FilG WREAT O L]

Eile  Help
s ©® =@ [ d
Mew Froperties  Delete Import Freview Save

Search:

b new forsardzone,com Iniernet Forward Forwarder Zone

(¥ I: | rwm =l mrn ik It reat Famwar] Trss
Selkect an obiect, press and release the right-hand mouse bution
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4.5 Creating a new root cache hint Zone

If you did not start with the system-config-bind default initial configuration, you may not have a root cache hint zone, (a zone
of type “hint” with origin “.”), without which named will be unable to function properly as it needs to know the addresses
of the root name servers.

If you do not have a zone with origin and type 'hint', access the New Zone dialog as described in section 4.1 and create
a Forward zone with Origin “.” and type 'hint'.

The root hints zone will be downloaded and stored in the 'named.root' zone database file.

You can download a fresh copy of the root cache hints zone database file by removing the 'named.root' file from the zone
database file directory before you start system-config-bind - it will be downloaded automatically for you — or by selecting
“Update Root Cache” from the “.” zone Popup Menu:

|J BIML CONFIG WRAT RN LN

File Help

E&’@E@@Q

FProperties  Delete | mport Freview Sawve

Search:

= e

Imernel Forward Zone

255 Updare Roat Cache Zeverse IPvd Tone

k2 new.forwardzone.com gdir... ~orward Forwarder Zone
b B localdomain IMerme Forwand Zone

Sekectan chect press and release the right-hand mouse bution.

4.6 Creating a new Stub Zone:

A stub zone may be created in the same way as a slave zone, as described in section 4.5 above, except that a Zone Type of
'stub’ should be entered.

4.7 Creating a new ‘“‘delegation-only’”’ Zone

These may be created in the same way as other zones, except that the Zone Type should be set to delegation-only.

5 Deleting Zones

To delete a zone, select the zone from the Zone List and click on the “Delete” button or press and release the right-hand
mouse button and select “Delete” from the pop-up menu. You will be prompted to confirm deletion of the zone and all of
its contents :

| j CIUESTHIN

Confirm Delete
Do you really want 1o delete
Zone example.com.
and all its confents
WARMIMNG: this action cannot be undone.

| @ res | @ e

T
Click on the “Yes” button to confirm deletion of the zone . The Zone File database is NOT deleted when the zone is
removed from the configuration.
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q redhat

6 Previewing the BIND Configuration Files

You can preview the text that will be written to the BIND configuration files by clicking on the “Preview” button and
selecting the configuration file to view:

|J BIND CONFIC UWRATIHON SLN

File Help
@ ¢« B =@ @[3 | W
P Properties  Debere Imporm Przview Save
I T Mamed Configuration fetc/named.conf
Mamed Configuratian fetc/mdc.ke
@ DNS Server - s
hast, hast,
On mdckey Zone |ocalhost, localhost.zone
b 'EE lacalhast Zone 2168192 |N-ADDR.ARPA, 192.168.2.db
b ET 192.168.2 Zone 0,0.177.in-addr.arpa. named.local
[+ E‘ 127.0.0 Zone new.zone.com, new.zone,com.db
[ t MEW.Z0ne.com Zone Qlin-addrarpa. named.zero
[+ ET 0 Zone . named.root
b E Zone 255.in-addr.arpa. named.broadcast
b ET 255 Zone |ocaldomain. localdomain.zone
b B localdomain Zone 0.0.0.0.0.0.0.0.0.0.0.0.0.0.0,0.0.0.0.0,0.0.0.0.0.0.0.0.0.0.0.ip6.arpa. named.ip6.local
[ ﬂg 124
Zone example.com. example.com.db
[+ E example.com '
*] | |TI
Selectan obect; press and release the Aghthand mouse butan I

The “new.zone.com.db” zone file will then be displayed:

! _‘ TOHE HEW BONHE.COM. NEW ZONECOM.DB

£TTL 1H

@ S04 hoste.example.com. root.hoste.example.con. (
3H
1H
1w
IH 3}

HZ hoste.exanple.com.
[
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7 Saving the modified BIND Configuration

7.1 Saving the Configuration at Exit

Having made modifications to the BIND configuration, if you then attempt to exit the system-config-bind, either by
choosing the “Exit” menu option or by clicking on the Window Manager's “X” top-right-hand button on the window frame,
you will be prompted to save the configuration files :

|]uus-:.nr:m ml_
DHNS Configuration Modified

The DNS Configuration has been modified.
Do you really want to exit and discard your changes®

o Yes ® no

If you press “Yes” in answer to this dialog, your modifications will be discarded and system-config-bind will exit.

If you press “No” in answer to this dialog, the “Save Configuration” dialog will be entered (see below).

7.2 The Save Configuration dialog:

To save the BIND configuration, click on the “Save” button in the toolbar or choose the “Save” option from the menu, or
modify the configuration and attempt to exit system-config-bind. The “Save Configuration” dialog is displayed:

| ] QUESTION <27

DHNS Configuration Save

@ Do you really want to backup and replace the existing DNS configuratian files?

o Yes ® no

Click “Yes” to save the configuration.

ONLY files that were modified will be saved.

If Zone Database files were modified, their Serial Number(s) will be incremented.

The previous versions of modified configuration files are backed up as described in Section 1.6 above .

If the DNS server was running before the Save , it will be restarted when the Save has completed successfully .
If no configuration files have been modified when the Save dialog is invoked, an error message will be displayed:

|]w.¢.nmnc ml_

DHNS Configuration Warning

& There are no changes to save.

& oK
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8 Adding Zone Database Records

To add new records to a Zone, select the zone to which you want to add records in the Zone List, and then press and
release the right-hand mouse button and select the Add item on the popup menu or press the “New” button . A menu of
appropriate record types is the displayed. Select the type of record you want to create:

| ‘ BIMLDY ©5H FiE UWRATRSN GIUI

File Help

E ¢ © @ [ W

Properties  Delete Imiport Preview Save

Search

|
: i:::;:?ilrf r:]f':ﬁrr:l;l:;r Delete... AB Chained IPvE Address
T =
W oros > 19206822 | o AFSDE "’_"'_d"“" e System Darabase Senver
B hosic > 1921682.3 - CERT Digital Cerificare
B hostd == 19216824 CNAME Alias
B nhoste > 19216B.2.5 DMAME Alias

B hostf > 19216826 DS Delegation Signer
B nhostg = 192.168.2.7 HINFO Host |nformation

B hosth > 10216828 A ISDN ISDN Address
Selectan obect press and release the right-hand mouse

L= - = - - - - A - - -
I

LOC Geographical Location

MX  Mail Exchange

NAPTR Maming Autharity Pointer

NS  Name Server

NSAP OS5l Network Service Access Point Address
PX Pointer to RFCBE22/X.400 Mapping

SRV Service Information

TXT Associated Text

X25 X25 Address

The Record Edit dialog for the chosen type is then displayed:

|l ARAMIPYE ADDRESS

Domain Name

Cache Twne To Live
weeks days  hours  minutes seconds

.l-I s N .l-I =

o o [Er Eo fHo I3

IPwE Address

QOO0 Q000 [ 0000 [ 0000 &) 0000 5| 0000 £ OO0 &) DOR0
Sebect |PyE Prefix w

| Creare Reverse Mapping Record

| o oK ||'1;am:el

—________________________________________________—
Type in the details of the record you want to create:
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|‘MAAII—‘\'(:. ADDRESS I_AI_

Domain Name

hoste.example.com.

Cache Time To Live
weeks days hours minutes seconds

o o i BElo Plo =
IPvE Address

2001 | ofab || 0000 | 0000 ;0000 [| 000 [ 0000 [ O00L

Sebect IPvE Prefix

2124

| o ok || ® cancel

[R——————————— =
You can use the “Select Prefix” option list to select a prefix for the address of an existing IPV6 zone origin when creating an
AAAA record (as above) or of an existing IPV4 zone origin when creating an A record.

When you are satisfied with the record details, click on the “OK” button .

8.1 Automatic Generation of Corresponding PTR/ ( A/ AAAA ) records

Because the “Create Reverse Mapping Record” checkbox was checked, when the AAAA record shown above is created by
pressing the “OK” button, a reverse mapping PTR record will be created from the address 2001:0fab: :1 to the name
hoste.example.com.

In the case above, because no existing zone has an origin that prefixes the address 2001:0fab: : 1, a new zone will also be
created to contain the reverse mapping record.

If a zone had existed whose origin was a prefix of the address, the reverse mapping record would have been created in the
zone with the longest matching origin; ie. in this case, if both zones '2.ip6.arpa' and '1.0.0.2.ip6.arpa' had existed, the new
PTR record would have been created in 1.0.0.2.ip6.arpa.

So for the example above, the '"AAAA' record for 'hoste.example.com -> 2001:0fab::1" is added to zone example.com, and
because the 'Create Reverse Mapping' checkbox was checked, the “0.0.0.0.0.0.0.b.a.f.0.1.0.0.2.ipé.arpa” zone was created
with default parameters, and a 'PTR' record for 2001:0fab::1 -> hoste.example.com' is was added to the newly created
zone.

The “Create Forward Mapping” Checkbox on the “PTR” record creation dialog operates in a similar way, only it creates A
or AAAA records and possibly Forward zones as appropriate .
El__“r .Jann|.'1'|IIHr.I!h"|IIrFH'.'-||.||
File Help Eile delp

:f@ﬁ@@E 4 ¢ ©® #» @ d

Mew Froperies  Delete Import Preview Mew  Properies  Delete Impot  Preview Save

J BIND ©OH FIGURATION GLUI

[*
| |»]

‘S-Earch. Saarch:
= M hoste > 19216825 - I o
il
hoste,exanple.com.
98 Ilvd Address : 182.168.2.5 PO Zere Autherity Infomnation -
Cache Tame To live: 1 hour . ] Mame Server oSt Example,com
= == hosteexampke,com
= M hoste = 200L:fab:1 I LI * TOsTR @AM, ¢
T 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.bh.a..0.1.0.0.2. TP ARPA.
IPvE ;.dd:z?s T 2001:fabsil (- - Hesr Wamo @ hoste.awasple.com.
L Cache Time To Live: 1 hour ol Cache Time To Live: 1 hour E
4] | [*] ! | [+

Sekctan chiect press and release the right-hand mouse bution, Sirlel an obgecr prid § and mlads e ngh hand madie lunsn
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9 Editing or Deletion of Zone Records

2005701

To Delete a Zone Record, select it in the Zone List and double click or click on the “Properties” button edit or the “Delete
button to delete, or press and release the right-hand mouse button and select the “Delete” or “Edit” option from the
popup menu. For Editing, the same record edit dialog as described above for addition is displayed.

10 Editing Name Server and Zone Configuration Options:

10.1 Editing the DNS Server Global Options

The name server as a whole and each zone has configuration options. You can view and edit these options by double-
clicking on the “DNS Server” or zone row in the Zone List or by selecting the row, pressing and releasing the right-hand
mouse button, and selecting the “Edit...” option from the popup menu, or by clicking on the “Properties” button on the tool

bar when the row is selected.

J BIMLD CON FlG U RATHM CaL

File Help

e <& B @

Q.

Mew Fropertes  Delete Impest Freview

Search:

Add... ¥

O midckey Delete

localhost
| Stant Sener

DMS Security Key

[ ...Ei 200 -fab:- Imternet Reverse |Bvé ARPA Zone
if...
-

Internet Forward Zone

Select an object; press and release the right-hand

mause bution

| J DOMS SERYER OFTIONS

L= 1 [+] (L1
directory (Fone File Directory)
Jwar/named | = open

directory (Zone File Directory)

mmm mtfled dlae susddilas does mmaw: defmrile e "M

Cument Options - All Opfians
directony Zone File Directory [&= additional-from-auth
dump-file Dump File Path addirional-from-cache
staristics-file Staristics File Path allow-natify
allow-guery

] allow-recursicn
j - | "'|
- Allowe-rransfer

The working directory of the server. Any non-absolute
pathnames in the configurarion file will be raken as relative
ta this directory. The default location for most server cutput
files (e.g. named.run) is this directory. If a directory is not

dlem diam sdmm:

Cbtain ﬂ
Cbtain
Allow b
Allow €

Allow F
Allow 1021
¥

/

[~}

X Cancel

o Apply

o oK

— ==t
The options currently in effect are displayed in the left-hand “Current Options” list. Selecting an item from the
“Current Options” list presents an edit dialog for the current value of the option in the middle frame . Above, the
“directory” option is selected and can be edited in the middle frame. Documentation for the selected option is
displayed in the bottom frame. If you modify an option, and then select a different option, your modifications are
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saved but are not applied to the configuration until the “Apply” or “OK” button is pressed.

10.2 Adding a New DNS Server or Zone Configuration Option:

2005701

The right-hand “All Options” list displays options that may be added to the list of current options. To add an option, select
the option you want to add in the “All Options” list — its documentation is displayed in the bottom frame, but the middle
editing frame remains editing the currently selected option from the “Current Options™ list.

To Add a new option, click on the “+” button to the left of the “All Options” list :

| ‘ ONS SERYVER OFTIONS

Current Options All Options

directory Zone File Directary ] prefemed-glue

dump-file Durnp File Path provide-ixfr

statistics-file Statistics Fike Path query-source

quUEny-SoUrce-va

— L
Ej @ | random-device
[a[ = ] [2] (=[]
directory (Zone File Directo
|/var/named [ open

query-source (Query Source)

Preferr|a]
Provid
Query
IPwE C :I
Enable
Randol«|
[»]

If the server doesn't know the answer to a question, it will
query other nameservers. Query Source specifies the address
and port used for such gueries. If address is * or is omimed, a
wildcard IF address (INADDR_ANY) will be used, If port is * ar

Im mosdisd m oammdeas coossslamsd oo dll be e d Maamms

% Cancel o® Apply

|l NS SERYER OFTHINS

Curment Cptions All Ophons
directony Zane File Directory [~} prefemed-glue
dumpfile Crump File Path provide-befr
statistics-file Statistics File Path querylog
random-device
=] [#]wcusion

[f] = | [*] [x] =]
query-source (Query Source
address

192 [SL1e8 [ol 2 =15 =
= Aprmove

PaiT

53 -

|-E¢mm|

fquery-source (Query Source)
If the server doesnt know the answer (o & guestion, it will
query other nameservers., Query Source specifies the address
and por used for such quenes. If address s * or Is omitted, a
wildcard IP address (IMADDR_ANY) will be used. If porm is ™ or

- - e e e

M cancel o Apply | |

Freferr [a]
Frowidi
IP%6
Enable
Rarndo
Rt Curs (=]
[*]

[+
a?gt|
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Above, the “Query Source” option was added to the “Current Options™ list by clicking on the green “+” (Add) button . It
then became the currently selected row of the “Current Options” list and its edit dialog was displayed in the middle frame.

Since the “Query Source” option consists of two optional components, the “Address” and “Port” , the “- Remove” button
for each component is displayed; you can specify only an Address by clicking on the “Port” component's “- Remove”
button, or only a Port by clicking on the “Address” component's “- Remove” button. Once you click on a “- Remove”
button for a component, an “+ Add” button is displayed for it — clicking on a component's “+ Add” button will add the

SYSTEM-CONFIG-BIND USER GUIDE AND MANUAL

component value to the Option .

10.3 Removing an Existing DNS Server or Zone Configuration Option

To remove an Option from the “Current Options” list, select the option you want to remove in the list, and then click on

the red “~” (Remove) button to the right of the “Current Options” list :

The selected option is then removed from the “Current Options” list and added to the “All Options” list :

|l ONS SERVER OFTIONS

Curmernt Cptions All Ophions
directony Zane File Directory k=] pid-File Proces[a]
por Sere
query-source  Cuery Source prfirned -glue Prefers
statisticsfile Statistics File Path proside-infr F'r{?-ridll:
quary -5ource-v 6 IPWi
0 ez IEIT = * querylog EHGEF

dumip-file (Dump File Path)
fvarinamed/data/cache_du DEPEI'I|

dump-file (Dump File Path)

The pathmame of the file the server dumps the database to
when instructed o do 50 with mde dumpdb. If nat specified,
the defauh is named_dump.db.

® cancel o Apply o o

> CERYER OFTHONS

Current Cptions . All Options
directary Zone File Directory B8 dnssec-lookaside DNE.E.EE
query-source CQuery Source dnssec-must-be-Secune I'.Ir:r'r'ﬁll[
statisncs-file Statistics File Path dual-stack-samers Dual 5
durmp-file Durnp
edns-udp-size EDNS
=] [* [#]
1 ez 0 [«[] O

directory (Zone File Direcio
fvarinamed D‘ﬂp-e-n|

directory (Zone File Direciory)

The working direcrony of the senser, Amy non-absoune
pathnarmes in the configuration file will be taken as relative
fa this directory. The default lecation for most sendser oulpur
files (e.g. named.nunl |s this directony. If a directory 1s not

B P N I e Ty N TR T *

I;ml|&mm| o ox
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10.4 Editing Zone or View Configuration Options

To edit configuration options for a Zone or View, select the Zone or View in the Zone List, and either double-click on it,
click on the “Properties” button on the toolbar, or press and release the right-hand mouse button and select the “Edit...”
option:

! _‘ BIND ComMFicuRATION GLUI

File Help

ﬁ@zﬁ@ﬁ

Propemies  Delete Import Freview Save

example.com

Selecian object; £ b=

The Edit Options dialog is displayed for the Zone options:

IJ.EL"HE EXAMPLE.LCOM ., DFTHINS

Current Options . All Options

file Zone File Path file Zone A allow-guery Al Cuep 1=
twype Zone Type wpe Zone 1 allowi-transfer Allow Trans
allowi-updare Allow Upda
als.o-notify Also Motify
check-names Check Mamr
= &
I darabase Database EIT_
[l 1] [+] [«I] [+]
file (Zone File Path)
example.com.db 2 gpen

file (Fone File Path)

The path of the Zone database file, If the specified path is
not absolute (does not begin with °7), the path is implicithy
melative to the path specified by the "Directon” aption,

M cancel |Q5"ﬂl'-'ll'-"|'r' || o ox |

The list of “ALL Options” displayed will depend on the object type (View or Zone) and the “type” of the Zone (master,
slave, or forward).

Zone or View options can be Edited, Added or Removed in the same manner as for DNS Server global options as described
above.
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Il Access Control Lists (ACLs)

You can restrict access to DNS Server services with Access Control Lists, which specify sets of hosts that can be allowed or
denied access to services .

The configuration can contain global named ACLs, which can be referenced in any other ACL.

Many configuration options contain ACL components; these are all specified using the same ACL editing dialogs described
here, and may contain names of global ACLs in the configuration.

1.1 Creating a new Global ACL

Select the “DNS Server” row and click on the “New” button in the Toolbar or press and release the right-hand mouse
button over the “DNS Server” row and select the “Add” option in the popup menu; then select the “Access Control List”
option:

! _‘ BIND oM PG URATIEN G

File Help

ﬁ'@a@@g

Propemes  Delete Import Preview

Search:

£ DNns server
e

b ‘g 200l fab Delete... View

B 'E localhost Edit... Confral List
B  new.slavezone.com R Security Key

b H 1021682 e SETVET

b H 12700 imernet | Contrals

b B newzone.com imernetd | agging

F ‘_ﬂ 0 et nNSESEC Trusted Keys

Sekectan obect; press and meiease the right-hand mouse bumon

The Access Control List dialog is displayed:

! ‘l‘itl‘.‘ ACCESS CONTRGL LIST
Access Control List Mame
exampleHosts
Address Match List) Edit List Element Mew List Element
197 Slise Mz 2lo S o IREECEE
' " &dd| | IPVG Address
Wone
Any
Local Host
Local Menworks
Marmed Key
Marmed ACL
ACL

| o oK | % cancel
s ______________________________________________________________ ==l
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ACLs consists of an “Address Match List”, which is a list of addresses, address prefixes, keys, or other ACLs that together
must all match a given address for that address to be included in the set that the ACL selects.

The “Address Match List” is shown in the list on the left of the dialog, and the list of possible component types is shown in

the “New List Element” list on the right of the dialog. The currently selected member of the “Address Match List” or “New
List Element” list can be edited in the “Edit List Element” frame in the middle of the dialog.

To add a new component of the Address Match List, select the desired component type in the “New List Elements” list .
A dialog for specifying the value of the new component is shown in the “Edit List Element” frame as shown above.

When you are satisfied with the component's value, click the “+ Add” button in the “Edit List Element” frame to to add it
to the Address Match List:

IJ HEW ACCESS CONTROL LIST

Access Control List Mame

exampleHosrs

Address Match List  Edit List Elerment MNew List Element
1925202 | (EECERRES PR ERS EERE oo (B

w |5 w = -

= R o | ,::’ EK| IPwE Address | ]

Mone

Any [=]
[~ J»]

| o oK " cancel

T ——
The new Address Match List component is then displayed in the “Address Match List”, and in edit mode in the “Edit List

Element” frame, and you can click on the “- Remove” button to remove it from the Address Match List, or make changes
to its value and save it with the “OK” button .

The Address Match List above will select all hosts with addresses matching 192.168.2.0 with subnet mask 255.255.255.0 .

To select the complement of that set, ie. all hosts with addresses that do not match 192.168.2/24 , then click on the
“Not” button which is just to the left of the “Edit List Element” entry :

|J HEW ACCESS CONTROL LIST

Access Control List Name
notExampleHosts

Address Match List  Edit List Elerment Mew List Element

1192.168.2.0/24 E|19: =l1sa =2 =llo Rl P Addness |

= Remove | o EK| IPwE Addness (| ]

Mone

Any [=]
[« = [+

B Cancel

[ oo

T —
Once you are satisfied with the “Address Match List” contents, click on the “OK” button to save the ACL.

I‘JEIIHI.'.l COMFICURATION GLI
Eile Help
s < @ @ H
Psta Fropemies Dot | rpoct Freview Save
-
I Search :I
¥ DNS Server
exampleHaosts Acces: Comtrol List Fileer
@n mdckey OMNE Securiy key (e
GelEct an obect pred s and release the rght-hand mouse butien
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12 Including a Global ACL in a Configuration Option

Once you have created a global ACL, it can be included in any other ACL, such as ACL configuration option components, by
selecting the “Named ACL” row in the “New List Element” list and then the name of the ACL you want to add to the ACL
being edited. For example, to restrict the DNS Server to provide answers only to members of the set of hosts defined by
the “exampleHosts” ACL, add the “exampleHosts” ACL to the “Allow Queries” DNS Server global option:

S SERYER OFTHINS

Current Cotions All Cotions
] additionalfrom-auth =
directony Zone Fil additional-from-cache
durnp-file Dump F allow-nitify
statishics-file Stanistic allow-recursion
allow-transfer

=] = | * Allraw-wF-svnthesis (=]

CEEZE. O [¢] -] [+]

allow-query (Allow Queryl
Address Match List - Edit LisT Element  Mew LisT Element

Locar Fast
Local Methwork s
Named Key

Save As ACL o Add ACL

MNamed ACL

allow-query (Allow CQuery

Specifies which hosts are allowed to ask ordinany questions.
Allow Query may also be specified in Zone Oprions, in which
case it overndes the global allow Query option. If nor
specified, the default is to allow guenes from all hosts.

® cancel | o apply | o o

-—_r e
Clicking on the “+Add” button then adds the “exampleHosts” ACL to the “allow-query” ACL, and you can then Edit the
“exampleHosts” ACL from this dialog by pressing the “Edit” button or remove it from the “allow-query” ACL *“Address

Match List” by pressing the “- Remove” button:

| _‘ NS SERVER OFTHONS

L ]

Cument Cptions All Cptions
[4] additionalfrom-auth =
directany ZLone Fil additionalfrom-cache
dump-file Dump F allow-notify
statisnics-file Statsnc allow-recursion

allow-query (Allow Query)
Address Match List  Edit List Elemant Mew List Element

ACL exampleHosts [0

_I :I allow-transfer
- = * allow-wa-swnthesis |l
[2] [s[ ] [*]

Lacal Host IE'

Local Networks
= E;mml o oK |

Mamed Key

save As ACL_| [ In

Q
*

allow-query (Allow CQuery)
Specifies which hosts ane allowed to ask ordinary questions.
Allow Query may also be specified in Zone Opiions, in which
case it overndes the global Allow Query option. |f nob
specified, the default is to allow quenes from all hosts.

® cancel | o Apply | o oK
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Pressing the “Edit” button for the “ACL exampleHosts” member of the “allow-query” ACL would pop-up the ACL Edit
dialog for the global “exampleHosts” ACL .

You could also use the “Not” button directly to the left of the “Edit” button to negate the exampleHosts ACL and cause the
complement of the set to be selected by the “allow-query” ACL - this does not affect the global exampleHosts ACL .

12.1 Editing Global ACLs

You can edit a global ACL by selecting it in the Zone List, and either double-clicking the mouse on it, or clicking on the
Properties button, or pressing and releasing the right-hand mouse button and selecting the edit option:

| jE“HL-J COMNFICURATION GUI

File Help

I_T?rﬁ@ﬁ@

Properies Delete Import Preview

‘Sean:h: |

"‘;r: exampleHosts 00855 Coneod List Fler
= mdckey h JNS Securiy Key

[ uj 2001 -fah: - mernet Reverie |PvE ARPA Tane ||+
Selecian obje El:llr right-hand mouse bution

The ACL Edit dialog will then pop up as shown below.

12.2 Deleting Global ACLs:

You can delete a global ACL by selecting it as shown above for edit and selecting the “Delete” option from the popup menu
or pressing the “Delete” button in the tool bar. Deletion of global ACLs is not allowed if they are referenced by other ACLs.

12.3 Embedded ACLs

ACLs may also contain other un-named ACLs, or embedded ACLs . To embed an ACL in another ACL, edit the ACL and
select the “ACL” option in the “New List Element” list:

! j.ﬂf. L ENAMPLEHOSTS

Address Match List Edit List Elerment Mew List Element
— MNAITET REY =
192,168, 2.0/24
Named ACL
(o] e
(<] [1x]
| o oK % cancel

Click on the “Edit” button and a new ACL Edit Dialog will pop-up :

Address Match List) Edit List Element Mew List Element
192.168.2.1 |192 <h168 i eriP I (=4 Addess [

192.168.2.2 = Femove o IPvE Address (||

P

Mone

AT
Save As ACL A Ibl
| o o | ® Cancel |

+]

e ——.
Create the address match list you require, and click on the “OK” button. The pop-up dialog disappears, and the embedded
ACL is added to the “exampleHosts” ACL's Address Match List by clicking the 'OK' button.
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The “Not” button to the left of the “Edit” button can be clicked to select the complement of the set selected by the
embedded ACL :

| _‘ A L EXAMPLEHOSTS

Address March List Edit List Element "rﬁ.‘i".-'u‘hslﬁf ment
192.168.2.0/24 1| Edit Named ACL =
vy M ]
[ ]
| o oK | ® cancel

The exampleHosts ACL now selects all hosts on subnet 192.168.2 /24 EXCEPT hosts 192.168.2.1 or 192.168.2.2 .

You can now edit this embedded ACL only by selecting it in the exampleHosts ACL edit dialog and pressing the Edit button
in the “Edit List Element” frame - the ACL Edit dialog for the embedded ACL will pop-up .

Having entered the edit dialog for an embedded ACL, you then have the option of saving this embedded (un-named) ACL as
a global (named) ACL by clicking on the “Save As ACL” button directly underneath the Address Match List:

Address March List Edit List Element Mew List Element
192.168.2.1 |192 G R= FR = I R (7 Address B

— ot Addres

Mone

AV |""']

Save As ACL a0
| o o | ® Cancel |

Pressing the “Save As ACL” button will prompt you for a name to call the new global ACL :

Address Match List Edit List Element Mew List Element
Enter Access Control List Name | | (pyg Address
2. ) P
193,168.2.2 badH I:-sl:sl wi Addess
None
A =l
Save As ACL o Ox 'c[mr [Tx]
| o ox B Cancel |

j—— =
Pressing the “OK” button in the “Edit List Element” frame would then create a global ACL called “badHosts”, and change
the embedded ACL edit dialog into the edit dialog for the global “badHosts” ACL. Pressing the “OK” button on this dialog
then converts the embedded ACL in the “exampleHosts” ACL into a reference to the global “badHosts” ACL :

| j AT L ENAMPLEHOSTS [al | _jl:‘llr-lL'.l CENFIG U RATION GUI
Address Match List . Edit List Element Mew List Element Bile telp
AT Y —
102.168.2.024 | |1 | Edit = & & (&5 2o = =
\ACL badHosts Marmed ACL Mew  Propermies  Delete Impot  Preview  Save
1 i - -
Bemove || o Ok ACL - |5-carch | =
bl | eowssss g
;" Access Contral List Fiker
| o 0K | W Cancel = exampleHests Agoess Contol List Fier i~
Selectan obect; press and release the right-hand mouie buthon
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I3 Transaction Signature (TSIG) Key Management

Transactions between DNS Servers such as Dynamic DNS (DDNS), Zone Transfers, Notify and Recursive Queries and the
control of DNS servers on their Control Channels by applications such as rndc,

transaction signature (TSIG) keys

One such TSIG key must exist by default in all DNS servers to allow server control by the rndc application ; by convention

this key is named rndckey .

13.1 Creating new TSIG Keys

To create a TSIG key, select the DNS Server row in the Zone List, and click on the “New” button or press and release the

right-hand mouse button and select the “Add” option from the popup menu:

! _‘ BIND oM FicURAT N G

File Help

New

s 8

Properes

didld

)

Import

[=

FPreview

(4
Save

Delete

The New Key dialog will be displayed. Type in the “Key Name” for the new key and click on the “New” button to create a

new key:

|od MEw DNs sEcumTY KEv ||

Eey Mame
Updaners
Algarithim
hmac-mdS
Sacne

—

[ Mew

o ok || ® Cancel

£ Dwms server

G rdckey
b “ﬂ' 000 fab Delete... View e
b B localhost Edit.. Access Control List
% new.slavezone B ¥
b 1921682 Server
b 12700 Cantrols
[ E MIEW.Z 0N, COm Logging
b Ho DNSSEC Trusted Keys
[ E . TMEETHET FEFNATS LanE
[+ ﬂ 255 Intermet Reverse IPvd Tone
Select an obiect press and release the right-hand mouse bemion

|_‘|‘4t'l'|' DS SECURITY HEY

Key Mame
updaters
Algorithm
hmac-md5
Secret
f3gSCeboovumunrihBXyi MCZgmeH G5 teb Spi j4zFV P01 g AXYHE pxHkw1Ip t
(4 New

| o oK | " cancel

Pressing the “OK” button then adds the new key to the configuration:
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Eile Help
$ <« ® @ @G G
Pl FPropemies Dhzhite | Frpecart Preview S
I Search:

™ DM Server
G updaters

13.2 Referencing TSIG keys in an ACL

DNS Securty Key
DNS Securty Key

G rpdckey -
L]
Select anobect predd and release the right-kand mouie butcn |
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TSIG keys can be referenced in any ACL, such as in the “allow-update” or “allow-transfer” Zone Configuration Options.

A reference to a TSIG key in an ACL specifies the set of hosts that sign transactions using this key .

So we could allow Dynamic DNS Update of zone “example.com.” only by hosts that use the “updaters” key by specifying
an “allow-update” option that references the “updaters” key:

IJ.EUHE EXAMPLELOM, DFTHONS

Allow Dynamic DMS Updare from the hosts andfor
neworks specified by the access contral st

B Cancel | o Apply | o oK

[+)

4]

i
-

Current Options . All Options
allow-update Allow]k allow-query
file ZFone allow-ransfer
oy pe ZLone also-nonfy
check-names
database
- = * dialun
[l ] [#] (] <] [*]
allow-update (Allow Update)
Address Match List | Edit List Element ' Mew List Element
Local Hear
Local Metwork:
mdckey
Mamed ACL
Sawe As ACL e Add L 1]
allow-update (Allow Update)

To add a TSIG key to an ACL, select the “Named Key” option from the “New List Element” list and choose the key you
want to add by selecting its name in the “Edit List Element” list; then press the “Add” button in the “Edit List Element”
frame. The Key name then appears in the Address Match List, and the key is displayed in the “Edit List Element” frame.
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All Cohions -
Al owe-quety Allow Queny il
file Tone File Path allow-transfer Allow Transfer
Ty Fome Type alsa-maily Als.o Moty m
¢ hiech-names TRk Mames
daenb b Darabade Deivar
=] [of o
- __ = | dialisn Mealun Fore Transies ; b
Ol [» o] 0
albow-update (Allow Update)
Addmis Match List Edit List Element Mave List Element
A Jl_r'.l'rn Any ."]
Femiac -mid’ Lical Hest
Secmt

Local Metwork:

i aBGOA00SC 52ATL] tobT0§ 2Nk ENSSOmIR 4 TU450k a0 jFGVE STCTS jnk f Oy
:
LS 2 Named ACL :|
-
Save As ACL | = Femove o Ox

il L] 0
allow-upidate (Allow Lpdate

Allow Dyramuc DNS Lipdane from the hosts andior
retworks specifed by the access conrol bist,

It;am:ell tf.g,ppr.-__ o oK

Click on the “OK” button to save the “allow-update” ACL option containing the named key to the Zone “example.com”
options, so that only hosts that sign their packets with this key are allowed to perform DDNS updates.
13.3 Edit and Deletion of TSIG Keys:

You can edit a TSIG key by selecting it in the Zone List and double-clicking it, clicking on the “Properties” toolbar button,
or by pressing and releasing the the right-hand mouse button and selecting the “Edit * option from the popup menu. The
same dialog as for addition is displayed.

To delete a TSIG key, select as described above for Editing, and click on the “Delete” toolbar button or select the “Delete”
option from the popup menu.
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14 Managing Zone Access Control and Options with Views

Views are a feature of BIND 9 that allow you to specify common access control and options for groups of zones without
having to specify duplicate options for each zone . Each view presents a different set of zones and options based on clients’
source address ( the “From:” ACL ) and destination address (the “To:” ACL) so different clients see different DNS “views”.

14.1 Creating a View

Select the “DNS Server” row, and either click on the “New” button, or press and release the right-hand mouse button and
select the Add option from the popup menu. Select the “View” option from the popup menu:

J BN LD ©OH FIGUIRAT N L]

S ©® @ [ o

Froperes  Delete | P Preview Save

(4

b ...Ei 208 Edit... Access Conrol List :M ARPA Zone
b E Start Server =i | Zone

W new.slavezone.com Server | Skave Zone
b 8 1021682 Controls : IPvd Zone
b H 127.0.0 Lagaglng s |Pvd Tone
[+ E P, Z 0N COm DNSSEC Trusted Keys | Zone
b Internet Reverse [Pvd Zone

Selectan object press and release the right-hand mouse bution.

The “New View” dialog is displayed:

|] MEW VIEW |j|_
View Name
defaulrl
From: Access Contral List Filver
Address Match List, Edit List Element MNew List Element
R
= pemove | o OK IPva Address
Mohe
Any >
save As AQL_| ]
Ta Access Contral List Filter
Address Match List; Edit List Element Mew List Element
v IPv4 Address
| = Remove | & ok | 'FVE Address
Mone
Ay =
| swessaa | Gz O

o oK R Cancel

=
The ACLs for matching client sources (the “From:” filter) and destinations (the “To:” filter) and the view name must be
specified. Once you are satisfied with the ACL contents and view name, click the “OK” button to create the view.
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Because the current configuration contains no views, it must be restructured to support views; any zones that are defined
in “include” files will be moved to the main named configuration file. You will be prompted to allow restructuring:

| j CQIUESTION

Warning: DNS Configuration Restruciuring Required
@ Creating a new view will result in restucturing of your DNS configuration files.

The contents of files that are include’d in named.conf fexcept keys) will b2 moved to named.conf.
Do you want fo proceed with restructuring and create the mew view?™

o Yes

H o

Click “OK” to allow restructuring and create the view. All current zones are then moved into the new view ( BIND
requires that if a view exists in the configuration, all zones must be defined within a view) :

| _‘ BIND COomMFiIcURATION GLU

poE

14.2 Editing View Options:

example.com

File Help
8§ & 26 (&)
Pt Fropemies De?re | Frpcet Prelvg;w Eave
I Saearch
9 DNS Server
o updaters DNS Securby Key
¥ mdckey DS Securky Key
= 4 defaul DNS View
* Fram: Filrer Access Controd List Flher
* To Filver #ccess Control List Flier
[ ..é 2000 fab ImtErnet Reverse [Pvws ARPA Tone
b B localhost Insernet Forward Zone
% new.slavezone.com Imernet Forward Shve Zone
b 1021682 Internet Reverse [Py Zone
x Ej 127.0.0 Imternet Reverie [Pyl Zone
I EE FIEW.Z O, £ OET) Imsernel Forward Tone
[ 7_'.1 o Internet Reverse IPvd Zone
] E . Int=rnet Forward Zone
[ E! 255 Internet Reverse IPvd Zone
¥ pew.fomardzone,.com Internet Forward Formandesr Zone
[ E localdomain Imternet Forward Tone
[ nﬂ i1 s rnet Reverse [P ARPA Tone

Imaerret Forwand Tone

Select anobect predd and release the right-kand mouie buticn

You can edit view options by double clicking on the view row, or by selecting the view row and clicking on the “Properties”

button, or by pressing and releasing the right-hand mouse button over the view row and selecting the “Edit...’

option,

Options that apply to zones can be specified in the view options, and then would apply to all zones contained in the view.
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The “From:” and “To:” ACLs are displayed and can be edited separately, by double-clicking on the ACL row, or selecting
the ACL row a pressing the “Properties” , or by pressing and releasing the right-hand mouse button over the ACL row and
and selecting the “Edit...” option, or from the “View Options” edit dialog as the “match-clients” and “match-destinations”

options.

14.4 Creating “split DNS”’ Views

A typical use of Views is to split the DNS, by presenting different views to internal and external clients. To do this, we’ll
specify that the new “default” view can be shown only to clients from the local area network (LAN), by setting the “From:”
and “To:” ACLs to be “localnets”, meaning an address on one of the subnets that are configured on the local interfaces:

For both the “From:” and “To:” ACLs, edit the ACLs to remove the “any” address match list element and add the

“localnets” address match list element:

| AcL

Address Match List

Edit List Elerment
e

-Etrnm-el o Qb:|

L
Mew List Element
IPv4 Address | =

IPvE Address (|

None
Any e
Save As ACL 0l [+
| o oK R cancel |
Click on the “Remove” button to remove the “any” element.
| AL ldld
Address Match List  Edit List Element | New List Element
lacalners Local Host —
v i
Mamed Key
Mamed ACL  |[=]
Save Az ACL [4] [+]
| o oK | % cancel |
Select the “Local Networks” element and click the “Add” button.

Address Match List Edit List Element

ocalnets

-Etrnm-el o Qb:|

Mew List Element
LULED TIOsT

Save As ACL

RE

Narmed Key ]
Nared ACL
-
[ T+

B Cancel |

Repeat for the “To:” ACL .
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Then create a new view for external clients, with “From:” and “To:” ACLs set to the complement of “localnets” :

Wiewy Wame
extemal

From: Access Controd List Filter

Address Match List  Edit List Elemant Mew List Elerment
LEl Mol =

locainers
Local Network

- Eﬂm“‘[#g{l Mamed Key

Mamed ACL
Save As ACL_| iz |
Tao Access Control List Filber
Address Match List  Edit List Element Mew List Elerment
Jocainers e -
————— | ANy
= Remove E’ gr‘ Lacal Host [
Local Network {3
Save Az ACL | Gl I
| o ox | B Cancel

Clicking the “OK” button will create a new “external” view:

| J BIND CoMFicURATION GLUI

File Help
s <& @ @ &
New  Propemies  Delete | mgpart Praview Save
I Search: I
W DMS Server
= updaters DNS Securty Eey
= mdckey DNS Securly Key
[+ & default DNS View
= 4B eytemal DS Wiew
* From: Filrer Acces s Control Lt Fiker
* To Filer Access Control List Filer
b H 255 Innermet Reverse IPvd Zone
] E localhost Innereet Forwand Zons
I+ Ei 4] Inneroet Reverse 1P Tone
I+ ni! B e Insernel Reverie IPvE ARPA Fone
[ EE . Internel Forwand Zone
Selectan obect, preds and release the right-hand moute bumon.

|
The mandatory top-level domains as defined in RFC 1912 are copied into the new view by default .

the LAN will see zones “example.com” and “2.168.192.in-addr.arpa” .

14.5 Copying or Moving Zones between Views

Having more than one view, you can drag zones from one view to another.
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Select the zone you want to drag by pressing and holding (NOT releasing) the left-hand mouse button:

| _‘I:“H D oM PG URAT IO G

File Help
D Ll
' Prufmes. DE?‘IE Impaort Pr&ew Save
I Search:
B new.forvardzone.com Intereet Forward Formasder Zone
b B localdomain Inte el Forward Zane
[+ ...El 124 Intermet Reverie IPE ARPA Zone
k ExarmphE.com Infermet Forwand Zaone
w4 axternal example.com intermet Fo
* From: Filter Acces s Control List Filker
= To Filter Acces s Control List Fiker
2 Ei 255 Internel Reverie IPvd Zone
I IE lacalhost inte et Forward Zone
[ ﬂ [ Infermet Reverse 1Pwd Zone
[ “ﬂ 124 Infernet Reverse IPv6 ARPA Fone
b Innernet Forward Zone
o can drag this obiect o ancaher view,

Then, without releasing the left-hand mouse button, drag the zone to the destination view and release the mouse button; the
drag options menu pops up:

| _‘I:“H D oM PG URAT IO G

File Help
D Ll
' Prufmes. DE?‘IE Impaort Pr&ew Save
I Search:
B new.forvardzone.com Intereet Forward Formasder Zone
b B localdomain Inte el Forward Zane
[+ ...El 124 Intermet Reverie IPE ARPA Zone
ExarmphE.com Infermet Forwand Zaone
= gxtemal SHE View
* From: Filter mu\:c:ss Contral List Fiker
= To Filter MOVE | cess Control List Fibes
2 Ei 255 Cancel feermet Reverse 1Pvd Tone
I IE lacalhost inte et Forward Zone
[ ﬂ [ Infermet Reverse 1Pwd Zone
[ “ﬂ 124 Internet Reverse P96 AR Fone
[ I':' . Intermet Forward Tone
o can drag this obiect o ancaher view,

Select “Copy” to copy the zone to the destination view; select “Move” to move the zone to the destination view.
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The “example.com” zone is now in the destination view:

| j BIMD ©OMFIGURAT IO LU
File Help
s <& @ @
Mew  Propemies  Delete Impert  Preview Save
I Search: |
¥ DNS Server
m  updaters DN Securiy ey
¥ mdckey DN Secury ey
[+ & default DHS Wiew
¥ 4 exiemnal DINS View
'-_-' From; Filner Access Conired List Fiker
'-_-' T Fileer Access Conrod List Fler
b B localhost Inse et Forward Zone
I 4] Inne el Feverse Pyl Tone
[ E . Interrel Forwand Zone
[ E! 255 Internel Reverie |Pvd ZTone
[ uﬂ 124 Infternet Reverse IPwS ARPA Zone
[ E examphe, com Infernet Forwand Zone
Yau cam drag ths chect 1o another view

e
If the “Copy” option was chosen, the zone file for the zone in the destination view will be copied to a file named with a
prefix of the view name:

! JIL"HE EXAMPLELCCOH, DFTIONS

Curment Cotions All Cprions
allow-update Allow Update ] allow-query Al o=
Zaore File Path allcw-ransfer Allow
0y pe Zare Type als o-nofify Alzo N
check-names Check
database Databs
E;l ﬂ diAlur Mialuin E
[2] [+] = 1 [2]

file (Zone File Path)

exiernal_examphe, com.db [ L open |

file (fone File Path)

The path of the Zone database file, If the specified path is
not absolute (does not begin with "), the path is implicith
relative To the parth specified by the "Directong” oprion.

® cancel | o Apply | o oK
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I5 Enabling Zone Authentication Security ( DNSSEC )
You can enable clients of your DNS Server to verify that query responses come from a trusted source (your DNS server)
using DNSSEC - zones can be “Signed” with public keys distributed to clients.
15.1 Signing Zones

To enable DNSSEC zone signing, select a zone, press and release the right-hand mouse button, and select the “Sign...”
option.

Zone signing involves generating public and private keys for signing the zone records (the Zone Signing Key or ZSK) and for
signing the Zone Key records ( the Key Signing Key or KSK') . The public keys must be distributed to clients.

If there are existing pubic and private keys both for Zone and Key signing, they will be used to sign the zone. If zone keys
have not been generated for the zone, the Zone Key Generation dialog will be displayed:

|] IHFORMATIHCEN |_J|_
DHNSSEC ZTone Security

@ Signing zone example.com.

o O
|] | MFORMATION <27 |_J|_ |] | MFORMATION <35
Generating DNSSEC Key Generating DNSSEC Key
Generating Key Signing Key Generating Zone Signing Key
for zone: example.com. for zone: examphe.caom.

—

The key generation processes can take some time (a few minutes) . When they are complete, the zone will be signed using
the generated keys:

| dnFoRmATION (=l
DHNSSEC Tone Security
Signing zone example.com.

Generated zsk key Kexamphe.com.+005+40841 K.

@ Generated ksk key Kexamphe.com.+0054 26706 OK.
Signing Zone...
Zone Signing Complete.

& oK
These files will be created in the zone database file directory :
Kexample.com+005+40841.key ( the public zone signing key )
Kexample.com+005+40841.private ( the private zone signing key )
Kexample.com+005+26706.key ( the public key signing key )
Kexample.com+005+26706.private ( the private zone signing key )
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And the signed zone will be displayed :

| ‘ BIMLD O FIG AT RN LN

File Help

s < ® @2 [©[ 4

Mew Froperies  Delete Import Freview Save

Search:
T4

wh ol

example.com Internet Forsard (Signed) Zone
DONS View

You can drag this abect o ancther view

| ‘- BIND ©Oom Pl U RAT o G

|: BIND CONFIGURATHIN GUI
Eile Help File Help
[
s <& ® =@ @[ S B 9 @ @
New  Propefmies  Delewe  Impom  Preview  Save Mew  Properties Delte  Impot  Preview  Save
: .ll - -
Search: [[] Shew DNSSEC Records Search; [¢] Show DNSSEC Records |
| Y- I ] T VT FEVETSE [PWe AR Z0ne P wd 14 Inte et Reverse IPvE ARPA Zone
¢ example.com lene et Forward (Sed) Zone » example.com Internet Forward (Signed) Zone
- W8 Zone Authoniny | nfomation S04 [ Zane Autharity | nfarmarion S04
- W Name Server  hoste.example.com M5 [+ a Digital Signature Validaticn ARSIG
I B hosia = 19218821 A [ ] ] Mame Server  hoste.example.com NS
@ hosth > 19216822 A b Digital Signature Validaticn RRSIG
B hoste > 19216823 A b @ Mext Resource NSEC
[ - 2 A A :
8 hostd > loadesl I Digital Signarure Validation RRSIG
I hoste > 10216825 A i
™ b ﬁ Encryption Key DNSKEY
b ohostfe  192168.2.6 A ?
E ian K DNSKEY
I B hostg = 18216827 A, d nenvptien Key
b ' hasth > 10316838 N 3 [ a Encryption Key DNSKEY E
o can deag this cbect 1o another view. You can drag this object 1o anather view.

Once a zone has been signed, if any zone contents are modified, or if the signature expires (it will be valid for one month)
the zone will be automatically resigned when the zone is saved .
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15.2 Importing Keys to Trust from another DNS server

“

In order for DNSSEC signed zones to be validated by clients, every zone in the path from the root “.” zone to the leaf zone
must be signed with DNSSEC keys in each zone, or client DNS Servers must have the public DNSSEC keys installed in
“trusted-keys” statements. For example, for a querying client DNS Server to validate the zone “host.example.com” using
DNSSEC, the servers for zones “.”, “com.”, and “example.com.” must all be signed with DNSSEC keys, and the “.” zone
must contain a “DS” (Delegation Signer) record for “com.”, and the “com.” server must contain a DS record for
“example.com.”, or the client must have a a key for “example.com.” installed in its trusted keys. Because most public
DNS servers of the top-level domains such as “.” and “com.” are not signed with DNSSEC yet, in order to provide a
DNSSEC security “island” for “example.com.”, validating clients must install “example.com.”’s keys in their set of trusted

keys.

»

i1}

To import keys for a zone into the server’s trusted key set with system-config-bind, select the “DNS Server” row
and either click on the “New” button or press and release the right-hand mouse button and select the “Add...” option, and
then select the “DNSSEC Trusted Keys” option .

! J BIND ComMFicuRATION GLUI

File Help

Eﬁ%z@@ﬁ

Propemies  Delete Import Freview Save

Search: [ show DNSSEC Records

£ DN server I
O updaters Add... * RY
o mdckey Delete... Access Comtrol List
@ default Edi... Security Key
S, N Start Server e
Contrals
Lagaing
S e a——— ——— DMSSEC Trusted Keys

The “DNS Trusted Keys” dialog will be displayed. Click on the “Add” button to add a Trusted Zone:

|j|l-'| FORT TRUSTED ZOHE KEY I.-_ll Ijl“ FORT TRUSTED FOHE KEY
ldonsTrusteokevs [ Select Key Import Method Select Key Imparm Method
Trusted Zones m v | | hd
c C
& Add Enter DNS Sener Mame From DNS Server
SaEMRTE
=
| = Bemove Enter Origin of Zone Containing Keys From Remate File (SSH)
dnssec.example.com. From Local File
o ok | | ® cancel

| o ox | I-.';am:el. o o B Cancel
el ———

As shown in the drop-down list in the third image above, three “Key Import Method”s are supported:
* “From DNS Server” : the remote DNS server is queried with DNS for the Zone’s DNSKEY or KEY records
(you must already trust that all DNS responses from the remote server will be authentic)
* “From Remote File”: the key files are copied from remote DNS server with SSH (Secure Shell) . You will be
prompted to enter your password on the remote server (passwords are sent encrypted and are not saved to disk).
The Key files must be in the DNS Server Zone Database directory ($ROOTDIR/var/named) on the remote server.
* “From Local File” - The Key files must be in $ROOTDIR/var/named on the local server.
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Once you are satisfied with the Import Method, DNS Server, and Zone Origin settings, click OK . The keys for the zone
are then imported:

|l DM TRUSTED HEYS

Trusted Zones
dnssecexample.cam, KSK 36570 & Add
dnisecexample.com, I5K 20600

= FE

o oK || ® Cancel

e
You can then “Remove” some of the imported keys or “Add” more imported keys. Once you are satisfied with the list of
trusted keys, click the “OK” button. The keys are then saved in the configuration:

! J BIND oM FicuRAT N G

File Help

(S ¢ =

l'-l-ln_e?v Pruﬁieﬁ Dﬁm I i F'Eiﬂr Save
I Search: [] Show DNSSEC Records
¥ M® DNS Server
ﬁ DMSSEC Trusted Keys
B updaners DMS Secunty Key
Cen mdckey DS Secunty Key
&l 2] default DME View
® exmemal ONS View
Select anobect predd and release e right-Band mouie buton

-

The DNS server will now attempt DNSSEC validation of all records in the ‘dnssec.example.com.” zone using the trusted keys
we just installed. If a subzone of dnssec.example.com is created, say ‘sub.dnssec.example.com.’, all that is necessary is to
sign the sub.dnssec.example.com using the same keys, or create a ‘DS’ record pointing to the new keys; it is not necessary
to add new keys to the trusted key set for subzones of zones whose keys are already in the trusted key set.
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q redhat

16 Controlling DNS Server Logging

By default, the named DNS server logs a minimal set of “info” messages during startup and shutdown and for error
conditions to the system log using the daemon syslogd(8) facility, as controlled by syslog.conf(5) .

named can potentially log many other types of useful information,
configuration.

if instructed to do so with a custom Logging

You can use system-config-bind to generate custom Logging configurations for named as follows.

Select the DNS server, and click on the “New” button, or press and release the right-hand mouse button and select the
“Add...” and “Logging...” options from the popup menu:

‘ BN D C 0N FIG URAT RN GILNI

File Help

(¥ ®
Maw

Import

4

Save

< 8

Froperties  Dekete

=

Freview

Search; [] show DNSSEC Recards

s
O updarers
Delete... Access Control Lisr
o mdckey
v @ default Edit... Security Key
- . Server
From: Filrer Start Server
* To Filter « Contrals
b ol 2001t [ -~
Selectan obect; press and release the right-hand mouse bution

The DNS Logging Dialog is displayed:

| J DOMNS Lossajied

Channels

D sTination
rull

atderr
default_debug

Severity
default_syslog infa

' +a,:ld| - Bemm'el
Careqores
default
unmatched

Caregony defaul

Caregory Channels
default_debug

default_syslog

all Channels

| = gemove | 4 ada KA

null

(1 D

Camegory defanlt Descmphion

The default category defines the logging options for those
categories whene no specific configuration has been defin

[+)

4

=|+5dd| = gemove |

# CIK | M cancel

e — e |
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named’s logging is controlled with Channels and Categories . Channels specify a logging destination and the severity of
messages to be directed to it, while categories specify which types of message are to be directed to which Channels .

By default, named directs messages of a certain severity to the system log, the default_syslog channel, and debugging
messages to the default_debug channel, which can be enabled by use of named’s -d option or by the ‘rndc trace’
command. There are also the default_stderr channel, which directs messages to named’s stderr output file
descriptor (/dev/null by default), and null, a message sink to which messages to be discarded can be directed ; by
default, no message Categories are directed to these channels .

You cannot modify the default channels, but you can modify which messages are directed to them , and create new
channels to which any message category may be directed .

|”

The two default Categories are the “catch all” categories default , which matches messages which are directed to the
default syslog and debug channels by default, and unmatched , which matches messages which match no other category,
which is directed to null by default.

16.1 Creating a new Logging Channel

You can create new logging Channels to specify new logging destinations for messages of certain severities . To create a
logging channel, click on the Add ( ‘+’) button in the Channels frame:

|l DM LocGinG

Channels
default_stdarr Channel Name
il my _channed

default_debug Channel Destination

s
default_syslog | ™Il =

.

o

irfa ]

Chanre| Print Options
_—| Prirtt Tirrse |_ Print Severity |_| Prirt C‘_mgg ory

+ﬂdd| = Aemove

Type a name for the new channel in the “Channel Name” entry.

16.1.1 Setting the Logging Channel Destination

Select a destination type from the “Channel Destination” list:

|l DM LocGinG

Channels filie

default_stdemr L
Syslog "

null [

stderr | -
defaulr_debug istinatio

defaulr_syslog

infia -
Channel Print Oprions
[C] Print Time [ Print Severity [ Print Category

l +§|:I|:I| = Femove

Destination Types:
file : The log messages will be stored in the named file, and you can specify maximum file size and versions to retain
syslog: The log messages will be sent to the system logging daemon syslogd(8), and you can choose the priority
stderr: The log messages will be written to named’s process output, which is closed unless stderr channels are defined
null : The log messages will be discarded
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16.1.2 Specifying the File Logging Destination

Choose the “file” destination from the “Channel Destination” list.

Channels
defailr_stderr Channel Mame
aull iy _chanpe
dEfEII.-I":_I:hIJJ-g Channel Destination .
file a [Channel File Opfions
default_syslog b |
y_chamrel | Uil U [
Versions
& add|
SiFe
& add|

Type the name of a file in the Entry box in the Channel File Options frame. By default, the file name will be relative to the
$ROOTDIR/var/named directory . Absolute file names (beginning with ‘/”) are also allowed. You can select an new
location for the file by clicking on the “Open” button and completing the File Selection dialog .

NOTE: The named: named user must have write access to the log file location .

You can specify the maximum file size of the log file by clicking on the “Add” (‘+”) button in the “Size” frame, and the
number of Versions of the file to keep by clicking on the “Add” (‘+”) button in the “Versions” frame:

| _‘ DMNS LaszoinG

Channels
defailr_s Channel Mame

oull iy _ hanne|

default o Channel Destination
- " | Chanmel File Options
-

default_s: 1 my_channel.log |B‘Q-‘H!“I
m VErsions
Dl = Eemove
L] unlimited
Size —
10

w | Mega-Bytes » | = Bemove

Check the “Unlimited” check box to not limit the number of versions of the file that will be retained .

16.1.3 Specifying the syslog Channel Destination

| j DOMNS LosTa g

Channels
default_stderr Channel Mame
aull my_chanpel
default_debug Channe Destination |
default_syslog syslog = | deemon =
ET R O sever
infiz =

Choose the “syslog” destination from the “Channel Name” destination list . Select the syslog facility to use from the option
list — see man syslog.conf (5) for details of available facilities.
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16.1.4 Selecting the Severity of Messages to be logged to the Channel
You can select the Severity of the messages to be logged to the Channel by using the “Channel Severity” option list.

Only messages of the selected Severity or higher will be logged .

|l DM LocGinG

Channels _
default_stderr critical e
null — _
=
default_debug _ fination
warning

defauli_syslog
Y _ } | naohce rily

debug F Options

level t 1 Print Severity (] Print Canegory

. REmove
dymamic [T

Categones

16.1.5 Selecting the Message Header fields to be Printed for the Channel

Using the “Print Time”, “Print Severity” and “Print Category” you can select what fields are printed in the header of each
message on the channel. For instance , with the message :

01-Apr-2005 12:00:01 general : info : starting BIND 9.3.1
TIME CATEGORY  SEVERITY

would be printed as above if all the “Print” check boxes were checked .

16.2 Defining Logging Categories to be Output on certain Channels

You can direct log message Categories to be output on certain channels using the “Categories” frame of the Logging dialog:

Categanias
m Category default
snmatched Category Channels All Channels
. mLm _Eemml+5ddlml
default_syslog Py . i B
null 3
1

Category default Description

The default category defines the lagging options for those
categores where no specific configuration has been defin

chent & ¢I+§.dd.—ﬂemm«e

& ox X Cancel

e —————————— e —— |

Select a Category to Edit in the “Categories” list — the “Category” frame allows you to edit it by Adding or Removing
Channels to the “Category Channels” list. You can remove the selected Channel from the “Category Channels” list by
clicking on the “- Remove” button to the left of the “Category Channels” list. You can add a Channel to the “Category
Channels list by selecting a channel in the “All Channels” list and clicking on the “+ Add” button to its left . You can Add a
new Category to the “Categories™ list by choosing a Category from the popup list (showing “client” with an arrow above)
and clicking on the “+ Add” button to its right. You can remove a Category by selecting it in the Categories list and clicking
the lower right “- Remove” button. See the ARM about logging Categories.
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You can Save the modified logging configuration by clicking on the “OK” button. The Logging configuration is displayed
under the “DNS Server” entry in the Zone List:

! _‘HIHU COMFICURAT IO GIL

File Help

D @ 8 = & 8

Propemes  Delete I miport Preview

|SE.an:h: [ show DNSSEC Records

T L DNS Sewer
&= Logging Configuration

GSelect an obect presd and release the right-kand mouie butcn

You can re-edit the Logging Configuration by double-clicking on it, by selecting it and pressing the Properties button, or by
pressing and releasing the right-hand mouse button over it and selecting “Edit” from the popup menu.

You can delete the Logging Configuration by selecting it and pressing the Delete button or by pressing and releasing the
right-hand mouse button over it and selecting “Delete” from the popup menu.

17 Configuring DNS Server Controls

You can configure named’s control channels and authentication for applications such as rndc (8) which send commands to
the server to shut down, reload, or perform maintenance and diagnostic functions with DNS server controls.

By default, named allows ONLY the rndc(8) application using the control channel on IPv4 address 127.0.0.1, port 953,
using the TSIG key “rndckey” defined in the rndc.key file, to control it.

You can direct named to listen to other control channels and accept other TSIG keys using DNS Server Controls .

17.1 Adding a New DNS Server Control Channel

Select the “DNS Server” row, and click on the “New” toolbar button or press and release the right-hand mouse button and
select “Controls” from the “Add” sub-menu:

! jHIH O O FiIG U RLAT O G

Eilk Help
D B 8B = [ E
Propemies Diehin | o P e
Search: [[] Show DNSSEC Records

&= Logging Configuration

Delete... Access Control List
ﬁ DMSSEC Trusted Keys Edit... Security Key
o™ updaters Server
4B gefault OME View S =

Select an obiect press and release the right-hand mouse bunion
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The “DNS Controls” dialog is displayed :

| d ONs conTrows |

Address to Listen On
Addresses to Allow

Security Keys 10 Alow

il
l & Add | = Ramove

& oK I ¥ cancel

SYSTEM-CONFIG-BIND USER GUIDE AND MANUAL

You cannot edit or delete the default “rndc” control channel, so it is not displayed .

Click on the “+Add” button to add a control channel. The “DNS Control” dialog is displayed:

| j DMNS O ONTROLS

L Address to Listen Cn

addr

o o e

ot
& add

Addresses 10 Allow
Address March List  Edit LI"\-IEH'I'II:_'TIT -

- = | T=]

Q {0 - 0 o O

Save As ACL

Security Keys to Allow

Address Match List Edit List Element
updaners

rndchey

I |
& add

Save As ACL

| e add

—
In the List on the Left, the Addresses to Listen On are displayed. You can add a new address to listen on by filling out the

address in the “Address” frame.

You can Allow control connections only from certain addresses by filling out the optional “Addresses To Allow” ACL as for

ACLs described above.

You can select control connections only signed with a certain named key by filling out the “Security Keys To Allow” ACL as

for ACLs described above.

Click OK to save the Control Channel or Cancel to discard it.

An example showing a control channel listening on the 192.168.2.5 interface for control connections only from

192.168.2.8 with key “rndckey” is shown below.
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! J DNSCOHTRMS

AU EAL - Ry Address to Listen On

addr )

12 Sies M Bis [

port
|

& add

Addresses 1o Allow

Address March List Edir List Element Mew List Elernent =
192.168.2.8 7 192 (31168 |:|. 2 ﬁ 8 [ IPv4 Address =

= Remove | | & ok | IPvE Address
Loscal Host
[ Local Metworks
Sawve As ACL | ) E‘

SECUrity Kiys 1o Aldlow

Address March List — Edit List Elerment Mew LIsT Element

hmac-mds

Sece
x7z0ehdegvvihjplul zasdlysrts jkhgs £121 173 epflohrvywdk jnktael

| [— Dew
Save As ACL | = D e '#m|

IIB:Iﬂ s Add l = Eermove |I
I & oK | M cancel

Click “OK” to save the control channel.

The new controls are then shown under the “DNS Server” in the Zone List:

! JI:“H O O FiIG U RLAT O G

File Help

D@ﬁ'ﬂlﬁ

Fropemes Delete | Pt Freviesw

k.
|E.E.arr:h' [] show DNSSEC Records | :I

¥ ¥ DNS Server
Y server Controls

W Logging Configuration
@ DNSSEC Trusted Keys

G ppdaters DMS Security Key

O=n el boag NS Sty Kew -
Sekect an obect, pres i and relkase the rght-hand mouse buhon

You can re-edit the Controls by double clicking on it, selecting it and clicking on the “Properties” tool-bar button, or
pressing and releasing the right-hand mouse button over it and selecting “Edit” .

You can delete the Controls by selecting it and clicking on the “Delete” tool-bar button, or pressing and releasing the right-
hand mouse button over it and selecting “Delete” .
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18 Specifying Options for Remote DNS Servers

2005701

You can specify options for remote DNS Servers that your DNS Server will communicate with by creating Server objects

and specifying Options for them .

18.1 Creating a Server object

Select the DNS Server row in the Zone List and press on the “New” toolbar button and select “Server” or press and
release the right-hand mouse button over it and select “Server” from the “Add” sub-menu:

! _‘ BIND oM FicURAT N G

Add... k

Eilke Help
D B & 2 X E
Propemies Db | o P v
Search: [[] Show DNSSEC Records

Wiew

@l Sener
Delete Access Control List
= Loggin
Edit... Security Key
B o EE—
Siam Serser
@  ypdate CuTTy Ky

e rol i b

NN S S iafity K
Select an obiect press and release the right-hand mouse bunion

The “New Server” dialog is displayed:

| d HEW SERVER
Senser Address
IPv4 Address = |I:I

& ok

X cancel

Type in the IPv4 address of the remote DNS Server, or select “IPv6 Address” from the “Server Address” option list and

type in the server address.
Click on the “OK” button to create the Server object.

The Server object is displayed in the Zone List:

| _‘ BIND CoOMFIcURATION GUI

TrrEmaIL

@i 19216828 DNS Server 1921682 8

— - R

S-Ehtl an abgecl, preis and releaie the right-hand mouie bution

18.2 Editing Remote Server Options

File Help
O [&] ﬁ 0 @ § @
- Properies Import Freview Save
I |5&an:h l'_I Show DNSSEC Records |

You can edit the Options for the server in the same way as DNS Server, Zone or View options by double-clicking on it, or

by selecting it and pressing the properties button
selecting “Edit” from the popup menu.
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The “Server Options” dialog is displayed :

|l SERVER 192.168.2.8 OFTIONS
Current Cotions All Options
< bogus Bogus Server 5
edns Extended DMS Serve
keys Server Keys
prcriche -ixcfr Provide Incremental |
= | + nequest-ixfr Request Incremental
transferformar Transfer Formar
- transzfers Concurent Transfers E
[x [¥) (4] ] [+
Crption
Infix
X cancel I W Apply l & o

——
You can edit these options in the same way as described in the sections on editing DNS Server and Zone options above.

19 Starting, Stopping and Restarting the DNS Server

You can Start, Stop or Restart the DNS Server by selecting the “DNS Server” row in the Zone List, pressing and releasing
the right hand mouse button, and selecting the required option :

| jHIH 0 P S L RSAT O S

Eile Help
O @ &8 = @@ &
Mew Fropemes  Delete | Frupeoet Preview Zave
Search; |I:| Sheow DNSSEC Records

Add...
Debata. ..
Edit,..

DME Securmy KEy
DMNG Securfy Key
DMS Server 192 168 2.

NMS Vi
Selectan object; press and misase the rght-hand mouse buton

The server start status dialog is displayed:

DNS Server Control

LY Sanver starn succeeded.
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Once the server is started, or if it was already running, you will be presented with options to stop or restart the server in the
same manner:

| d BND comFicuRATION GUI Jdld
Eile Help

DEE‘D@E

Propemes  Delete | PrpeCeT Pleview

|I‘I Show DNSSEC Records

= .
o=  updarers Add... DMS Security Key
@ mdckey Delehe... DS Security Key
di 1921682, E0-- DNS Server 192 168 2 &
= 4 defaulr RESTAT S rver DME View
= From Fil[e Agceds Costrol List Fier
* To Filter | Stop Server Acoess Comirol List Filer =
Selecian object; press and melease the right-hand mouse bumon B

If the server is currently running when the configuration is saved, it will be automatically restarted and you will be notified of
the success or failure of the restart .

20 Using the Search Facility

You can quickly scroll to and highlight any object in the DNS configuration containing a search string by typing into the
“Search” entry . All entries whose DNS names are prefixed by the search string are expanded and the Zone List scrolls to
the first occurrence of a search string prefix:

| jHIH O b PG LRLAT O S
File Help
Fropemies | miport Freview Save
| P -1
Search: host [] Show DNSSEC Records
- Eﬂ example,com Imiernet Fonward (Sigeed) fone
e Zone Authority | nfomation 504
& Wame Server  hoste.example.com NS _I
= W hosta = 19216821 A
hasta, exanple, com,
u IPvd Address : 152.188.2.1
Cache Time To Live: 1 hour
Selectan obect, preds and release the right-hand moute bumon.
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2] APPENDIX A : Bug Reporting
Please report any bugs found, appending any occurences of files matching $ROOTDIR/var/named/* .REJECT*, to

https://bugzilla.redhat.com/bugzilla/enter_bug.cgi?component=system-config-bind
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